
 
 

Introduction 
 
Cloud services must use FIPS 140-2 validated encryption modules that have been independently validated 
and certified by a NIST-specified accredited laboratory in order to obtain FedRAMP authorization. FedRAMP 
requires that the System Security Plan (SSP) documentation include the FIPS 140-2 certification/validation 
numbers and dates for all relevant products. Demonstrating ongoing 
compliance with FIPS 140-2 validated encryption is essential to 
maintaining FedRAMP authorization, following initial assessment 
approval. 
 
Below are three examples of how you can confirm FIPS 140-2  
validation and demonstrate compliance with Federal requirements to 
your auditor by leveraging the Security Policy and providing evidence 
that requirements have been implemented properly. The evidence 
required for each example illustrates that there is no ñone size fits allò  
list of items that can be provided as evidence. All of the examples are 
based on a common approachïleveraging the FIPS 140-2 validation certificate and the associated Security 
Policy to determine the particular items (e.g., versions of modules or RPMs, configuration settings, etc.) that 
are required to show that the encryption module that is implemented within your cloud service corresponds to 
the encryption module that NIST validated.  

 
Example 1:  RHEL 7.4 OpenSSH 
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1. Visit the NIST CMVP 
website to search for 
RHEL. Review the search 
results and details for the 
various RHEL certificates to 
determine which module 
applies to the OpenSSH 
server for RHEL 7.4. Select 
Certificate #3063 and note 
that the certificate indicates 
RHEL version 7.4. 

Security. Audit. Compliance. 

https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules/Search
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules/Search


 
 

 
2. Also note the ñCaveatò that the module must be operated in FIPS mode. 

 

 
 
 
 
 
 
 
  

2 

Security. Audit. Compliance. 2
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3. Scroll down and open the Security Policy.  

 
 

 
 
 
  

4. Review the Security Policy for OpenSSH.  Note that Section 2 indicates the required software 
(including versions) that need to be installed for the module to operate.  This includes modules that 
were validated for OpenSSL (certificate #3016). 

 

In addition, note that section 10.1 of the Security Policy indicates that a ñfips_enabledò setting should be 
configured and that section 10.1.1 places restrictions on the ciphers and hmacs that can be enabled 
within fips mode. 
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https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3063.pdf


 
 
  

5. Review the Security Policy for the referenced OpenSSL certificate #3016.  Notice that the 
section 1.3 lists the moduleôs RPM version. 
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https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3016.pdf


Also note that section 9.1 of the Security Policy, similar to the Security Policy for OpenSSH, identifies a 
required configuration for the ñfips_enabledò setting. 

 

Security. Audit. Compliance. 

 
  

6. To demonstrate the Red Hat OpenSSH (and the associated OpenSSL module) is FIPS 140-2 validated, 
provide your auditor the following artifacts: 

 
A) FIPS 140-2 Certificate #3063 
B) The associated Security Policy PDF file for certificate #3063 
C) FIPS 140-2 Certificate #3016 (for the OpenSSL module) 
D) The associated Security Policy PDF file for certificate #3016 (for the OpenSSL module) 
E) Evidence that the installed OpenSSH and OpenSSL modules correspond to the versions listed in the 

respective Security Policy documents 
 

F) Evidence that the fips_enabled setting is configured properly. 
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Note that KeySecure k150v is validated under Certificate #2049. 
   

 

Security. Audit. Compliance. 
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G) Evidence that sshd_config does not enable prohibited ciphers or algorithms. 
 

Example 2: Gemalto SafeNet KeySecure k150v  
 

1. Visit the vendor website to learn which FIPS 140-2 certificate is associated with the product:  
https://security.netapp.com/certs/   
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2. Visit the NIST CMVP website to view Certificate #2049 for any ñCaveatò that is noted.  The ñCaveatò 
indicates that the module must be operated in FIPS mode.   

 

Security. Audit. Compliance. 
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https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules/Search


 
  3. Scroll down and open the Security Policy.  

 

4. Read the Security Policy to confirm the KeySecure k150v is configured in accordance with the Security 
Policy. Note that Section 4 indicates that the module supports only FIPS 140-2 approved mode, and 
requires that the FIPS_mode_set parameter be true.   

 

Section 8.2 describes how the cryptographic library is embedded within KeySecure and is not configurable.  
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https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp2049.pdf


Based on this security policy, no specific configuration is required in order to enable FIPS mode within 
the module itself, as it is automatically enabled.  FIPS mode would need to be enabled in the 
application that calls the validation.  However, section 1 of the Security Policy (as shown below) 
indicates that the application is out of scope, as the FIPS validation focused strictly on the module itself.   

 

Security. Audit. Compliance. 

 
  

Based on review of the Security Policy, it is necessary to look beyond the module itself and consult the 
applicationôs system documentation to determine if the application properly enables FIPS mode when 
calling the module. 

 
5. Review the productôs configuration guide to determine how the device must be configured to comply with 

FIPS 140-2 by invoking the validated module. Note that Section 31 of the SafeNet KeySecure Appliance 
Administrator Guide describes how the appliance must be configured to operate in accordance with 
FIPS 140-2. 
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